
 

 

  

JANUS COVID-19 Update #9 – April 21, 2020 

  

This is a different type of newsletter.  Its purpose is to share information you don't normally see, on 
a wide variety of COVID-19 related topics from carefully vetted sources.     

The virus continues to be active throughout the U.S. and businesses are working hard to maintain 
daily operations while allowing workers to remotely access company networks. A major issue 
continues to be how reliable and secure your infrastructure is for the increased traffic, as well as 
the security and privacy ramifications of remote access to your enterprise and business operations.   

JANUS, the nation’s oldest cyber security, privacy and business continuity consultancy has been and 
will continue to be fully operational in these troubled times, and we feel that it is our obligation 
to share useful information that could enhance remote worker efficiency, while maintaining 
increased levels of cyber security.  Below are links to information on how best to prepare and 
protect yourself and your operations as this event continues to impact all of us. We hope you find 
this information valuable, and we always welcome your feedback. Please feel free to forward this 
email to anyone you feel may benefit from its content.  

Cyber Security & IT 

Dell Extends Commercial PC Security At The BIOS Level - SafeBIOS Events and IoA detects BIOS changes for 
indicators of attack  https://www.channelfutures.com/security/dell-extends-commercial-pc-security-at-the-bios-
level 
 
Over 500,000 ZOOM Accounts Sold Or Given Away On Hacker Forums And The Dark Web 
https://www.bleepingcomputer.com/news/security/over-500-000-zoom-accounts-sold-on-hacker-forums-the-
dark-web/ 
 
HBO Documentary Shows The Value Of Cybersecurity In Election Security 
https://www.forbes.com/sites/jodywestby/2020/04/16/hbo-documentary-shows-the-value-of-cybersecurity-in-
election-security/#5ff723b93f1c 
 

Pandemic Creates 'Perfect Storm' For Insider Threat – CERT Researcher Randy Trzeciak on How to 

Monitor and Mitigate Heightened Risks.  A good listen. 
https://www.bankinfosecurity.com/pandemic-creates-perfect-storm-for-insider-threat-a-14123? 
  

Top 10 Zoom Alternatives For Video Conferencing – comparison includes pricing 

https://www.techrepublic.com/article/top-10-zoom-alternatives-for-video-conferencing/ 
  

Privacy 

The IAPP (International Association Of Privacy Professional) Has Published A Wonderful Infographic 

-  “Data protection authorities are handing down guidance, HR departments face new employee data 
challenges, teleworking increases data security risk, health care organizations need to quickly share sensitive 
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data, and calls for location tracking grow louder by the day. This infographic breaks down the major topics 
related to COVID-19 and privacy to help you locate tools, guidance and information to help you meet these 
complex challenges.” 
https://iapp.org/media/pdf/resource_center/COVID19_IAPP_Infographic.pdf 
  
Through Apps, Not Warrants, ‘Locate X’ Allows Federal Law Enforcement To Track Phones - Federal agencies 
have big contracts with Virginia-based Babel Street. Depending on where you've traveled, your movements may 
be in the company's data. 
https://www.protocol.com/government-buying-location-data? 
  

Leadership 

Dealing With Stress In A Resilient Way - Be optimistic and realistic during a crisis 
https://www.smartbrief.com/original/2020/04/dealing-stress-resilient-way? 
  
How to Lead with Certainty in Uncertain Times - Why humility is the best crisis leadership mindset 
https://www.rapidstartleadership.com/lead-with-certainty/ 
  
Managing The Big Risk Of Bringing Your Employees Back To Work - For many CEOs, this will be the first time 
dealing with life-or-death human physical safety—and there are a whole lot of issues to consider. 
https://chiefexecutive.net/managing-the-big-risk-of-bringing-your-employees-back-to-work/ 
  

Business 

Some May Work From Home Permanently After COVID-19: Gartner 

About 74 percent of CFOs surveyed by Gartner expect some of their employees who were forced to work from 
home because of the COVID-19 coronavirus pandemic to continue working remotely after the pandemic ends. 
https://www.crn.com/news/running-your-business/some-may-work-from-home-permanently-after-covid-19-
gartner 
  
Cannabis, COVID-19, And Cashless Transactions - Cannabis-related businesses have been deemed “essential” 
businesses by local governments. In those states, medical and/or adult-use programs have continued to operate 
during the COVID-19 pandemic. Operators have had to quickly adapt to the changing environment and 
implement new safety protocols, including limiting the number of patients and customers in retail shops at one 
time, and providing new online and telephone ordering channels for products that can now be delivered and/or 
picked up curbside. 
https://covid19legalinfo.com/2020/04/13/cannabis-covid-19-and-cashless-transactions/ 
  

E-Signatures And The Coronavirus - How to Legally Sign Documents While Working Remotely and 

Practicing Social Distancing  https://www.pepperlaw.com/publications/e-signatures-and-the-coronavirus-2020-
04-16/ 
  

Utilities 

Federal Agencies Warn Of COVID-19 Implications For Energy Sector Cybersecurity 

https://www.michaelbest.com/Newsroom/234502/Federal-Agencies-Warn-of-COVID-19-Implications-for-Energy-
Sector-Cybersecurity 
  
US Department of Energy Office of Cybersecurity, Energy Security, and Emergency Response - COVID-19 
Energy Sector Response Efforts landing page 
https://www.energy.gov/ceser/office-cybersecurity-energy-security-and-emergency-response 
  

Healthcare 

FBI: Hackers Targeting US COVID-19 Research Facilities - Nation-State Reconnaissance And Intrusion 
Campaigns Increasing, Expert Says 

https://www.healthcareinfosecurity.com/fbi-hackers-targeting-us-covid-19-research-facilities-a-14138 
  
As Hackers Ramp Up Attacks Against Smaller Hospitals, Here Are 6 Tips To Protect Against Them 
https://www.fiercehealthcare.com/practices/hackers-target-small-hospitals-practices-for-ransomware-attacks 
  

Education 

COPPA Consent In The Time Of COVID-19 - While it is fortunate that technology allows students to continue 

the school year at home, remote learning presents an obstacle where children’s privacy is concerned. 
https://www.adlawbyrequest.com/2020/04/articles/regulatory/coppa-consent-in-the-time-of-covid-19#page=1 
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HR and Safety 

Understanding OSHA’s New Guidance on Recording COVID-19 Cases and Related Employee Privacy 
Concerns 
https://www.oshachronicle.com/2020/04/15/understanding-oshas-new-guidance-on-recording-covid-19-cases-
and-related-employee-privacy-concerns/#page=1 

In closing, we all hope that this event will soon start to ramp down.  Thoughtful what-if planning 
should rule your processes moving forward, and knowing that you have a well thought out plan of 
action to deal with any scenario will allow you and your organization to minimize down-side risks 
and disruption to your business.  

The team at JANUS is fully operational and stands ready to answer any questions you may have and 
assist you in your continuity planning and secure connectivity. Please feel free to contact us at any 
time.  Stay safe, stay healthy. 

  

Lyle 

   

Lyle A. Liberman 
Chief Operating Officer 
JANUS Associates 
1.203.251.0236 (w) 
1.914.584.2405 (c) 
1.203.251.0222 (f) 
http://www.janusassociates.com  
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