
 
 

JANUS COVID-19 Update #7 – April 1, 2020 
 
This is a different type of newsletter.  Its purpose is to give you the best possible information on a wide 
variety of COVID-19 related topics, from carefully vetted sources.     
 
As the virus rapidly spreads throughout the U.S., businesses are struggling to maintain daily operations 
while allowing workers to remotely access company networks. A major issue is whether your 
organization is prepared for the increase in traffic, as well as the ramifications of remote access to your 
enterprise and business operations.   
 
JANUS, the nation’s oldest cyber security, privacy and business continuity consultancy has been and will 
continue to be fully operational in these troubled times, and we feel that it is our obligation to continue 
to share useful information that could make remotely located workers more efficient, and also safer 
from a security standpoint.  Below are links to information on how best to prepare and protect yourself 
and your operations as this event continues to impact all of us. We hope you find this information 
valuable and we always welcome feedback. Please feel free to forward this email to anyone you feel 
may benefit from its content.  

 
Cyber and General Business Information 
COVID-19 Checklist: Legal and Business Considerations is a good read covering a multitude of topics  from 
the law firm Covington & Burling LLP: https://www.cov.com/-
/media/files/corporate/publications/2020/03/covid-19-checklist-legal-and-business-considerations.pdf 
 
A Warning to Remote Workers. Hijacked Linksys and D-Link Routers Steering Users to Malicious COVID-19 
Sites. Cybercriminals are waging brute-force attacks that enable them to change DNS settings on home 
and small business routers to redirect victims to fake COVID -19-themed websites that push infostealer 
malware: https://www.bankinfosecurity.com/hijacked-routers-steering-users-to-malicious-covid-19-sites-
a-14022 
 
WEBINAR: The Power of Connecting in a Remote World. How to maximize productivity (especially if you 
are new to remote), explore how to stay focused, motivated and sane during extraordinary times of crisis 
and isolation. A webinar brought to you by the wonderful people at IAOP. 
http://iaop.informz.net/iaop/pages/Lunch_and_Learn ? 
 
Microsoft Edge to Warn of Credentials Leaked in Data Breaches. The Password Monitor feature on 
Microsoft Edge will notify users when their credentials have been exposed in a data breach. 
https://www.bleepingcomputer.com/news/microsoft/microsoft-edge-to-warn-of-credentials-leaked-in-
data-breaches/ 
 
FBI: Cybercrime Gang Mailing 'BadUSB' Devices to Targets . Malicious USB Devices Accompanied by Fake 
Gift Cards to Entice Would-Be Victims. READ the letter folks, just read it…  
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https://www.govinfosecurity.com/fbi -cybercrime-gang-mailing-badusb-devices-to-targets-a-14029 
 

Coronavirus Aid, Relief, and Economic Security Act Program information 
CARES is expected to infuse approximately $2.2 trillion into the U.S. economy. The Act addresses a multitude of 
ways in which the federal government seeks to support businesses impacted by the pandemic and employees 
affected by COVID-19. Key areas of interest for employers relate to business loans, unemployment benefits, 
retirement plans, tax credits and executive compensation. The Act was passed by the House of Representatives in 
the early afternoon of March 27th, 2020 and is making is way to the President for signature.  Brought to you by the 
law firm of Jackson Lewis. 
https://www.jacksonlewis.com/publication/president-trump-signs-coronavirus-aid-relief-and-economic-security-
act-cares 
 
A Good Overview of the CARES Act's Paycheck Protection Loan Program brought you by the law firm of 
Womble, Bond, Dickinson https://www.womblebonddickinson.com/us/insights/alerts/overview-cares-
acts-paycheck-protection-loan-program 

 
COVID Self-Assessment Testing 
Coronavirus (COVID-19) Self-Assessment site based on CDC Guidelines.  Brought to you by Emory University School 
of medicine: https://c19check.com/start 
COVID-19 mapped: Azure-powered tool IDs the most vulnerable populations.  A data-derived tool for 
healthcare providers and community leaders to identify populations likely to experience severe outcomes 
once infected. https://www.zdnet.com/article/azure-powered-covid-vulnerability-map/? 
 

HIPAA Related Information 
OCR Issues Bulletin on Civil Rights Laws and HIPAA Flexibilities That Apply During the COVID-19 Emergency: 
https://www.hhs.gov/sites/default/files/ocr-bulletin-3-28-20.pdf 
Today’s bulletin also reminds health care covered entities of unprecedented HIPAA flexibilities recently 
made available by OCR in response to the COVID -19 emergency concerning OCR’s Notice of Enforcement 
Discretion allowing providers to serve patients where they are through commonly used apps like 
FaceTime, Skype, and Zoom to provide telehealth remote commu nications: 
https://www.hhs.gov/about/news/2020/03/20/ocr -issues-guidance-on-telehealth-remote-
communications-following-its-notification-of-enforcement-discretion.html 
 
Guidance that empowers first responders and others who receive protected health info rmation about 
individuals who have tested positive or been exposed to COVID -19 to help keep both first responders and 
the public safe: https://www.hhs.gov/about/news/2020/03/24/ocr-issues-guidance-to-help-ensure-first-
responders-and-others-receive-protected-health-information-about-individuals-exposed-to-covid-19.html 
 
Guidance on how health care providers can share information with the CDC, family members of patients, 
and others, to help address the COVID -19 emergency: https://www.hhs.gov/sites/default/files/february-
2020-hipaa-and-novel-coronavirus - PDF 
 
For general information regarding COVID-19, please see: https://www.coronavirus.gov/ 
 
OCR HIPAA Guidance for Getting PHI of COVID-19 Exposed Individuals to First Responders. With first responders 
on the front lines of helping to fight the coronavirus, sharing information about potential exposure to COVID -19 is 
critical to protecting them and preventing further spread, brought to you from the law firm of Jackson Lewis PC: 
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https://www.workplaceprivacyreport.com/2020/03/articles/hipaa/ocr-hipaa-guidance-for-getting-phi-of-covid-19-
exposed-individuals-to-first-responders 

 
Employer / Employee Related Information 
Once an employee has been exposed to a suspected or confirmed case of COVID-19, what do you do?  How does 
an employer walk the fine line between protecting the privacy of affected individuals and ensuring the safety of 
others in the workplace?COVID-19 Inquiries and Disclosures in the Workplace, from the law firm of Akerman LLP: 
https://www.akerman.com/en/perspectives/covid-19-inquiries-and-disclosures-in-the-workplace.html 

 

Insurance 
Legal Alert: COVID-19-Related Insurance Regulatory Developments.  This alert summarizes some of the most 
notable COVID-19-related insurance regulatory developments over the past week, including a National 
Association of Insurance Commissioners (NAIC) symposium on COVID-19, state insurance department 
guidance and requests for information related to COVID-19, developments related to business 
interruption (BI) coverage, and a proposal for a federal backstop for insurance claims related to future 
pandemics.  Brought to you the law firm of Eversheds Sutherland: https://us.eversheds-
sutherland.com/NewsCommentary/Legal -Alerts/230109/Legal-Alert-COVID-19-Related-insurance-
regulatory-developments 
 

Management & Leadership  
As Leaders Evoke the Language of War to Mobilize Resources Needed for Battling the Coronavirus, They 
also Unleash Fear, Anxiety and Panic -- the least effective ways to mobilize a human being. Strategies for 
thriving when emotionally hijacked : https://www.smartbrief.com/original/2020/03/strategies-thriving-
when-emotionally-hijacked 
 
Society for Human Resource Management SHRM/CDC UPDATE:  Understanding What Has Happened 
and What Is Ahead.  The latest insight on the spread of the coronavirus and its impact on employers and 
workers. Jay Butler, MD, deputy director for infectious diseases at the Centers for Disease Control and 
Prevention (CDC), will provide government updates and advice on what to expect in the coming weeks.  
Hear from SHRM as President and CEO Johnny C. Taylor, Jr., provides an update on steps SHRM and the 
HR community are taking during this crisis to keep workers safe, and Alex Alonso and Amber Clayton 
discuss new and developing compliance implications: 
https://www.shrm.org/LearningAndCareer/learning/webcasts/Pages/0420shrmcdcupdate.aspx 
 
5 Steps to Take Now That We're in Crisis. In good times, most leadership advice is about optimization 
and efficiency, rather than how to overcome unavoidable challenges, create solutions in less-than-ideal 
circumstances and help people navigate genuine fears, discomforts and distractions: 
https://www.smartbrief.com/original/2020/03/recession-all-around-us-what-now 
 
COVID-19 and the Human Side of Cybersecurity Leadership. Microsoft's Diana Kelley on Ensuring Care 
for the People Behind Those Processes and Technologies. When securing the remote workforce, it's 
important to be mindful of the human challenges - educating children, caring for elders and dealing with 
the barrage of COVID-19 news, says Microsoft's Diana Kelley, who shares insights on balancing 
cybersecurity and compassion.: https://www.bankinfosecurity.com/covid-19-human-side-cybersecurity-
leadership-a-14028  
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In closing, we all hope that this event will not be as severe as it appears to be shaping up to be.  Panic 
and knee-jerk reactions are always ill-advised. Thoughtful what-if planning should rule your processes 
moving forward, and knowing that you have a well thought out plan of action to deal with any scenario 
will allow you and your organization to minimize any down-side risks and disruption to your business. A 
PDF of this email is available by clicking here: JANUS COVID-19 Update #7 – April 1, 2020  
 
The team at JANUS is fully operational and stands ready to answer any questions you may have and 
assist you in your continuity planning and secure connectivity. Please feel free to contact us at any time.  
Stay safe, stay healthy. 
 
Lyle 
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