Risk Report
NETWORK ASSESSMENT

Issues Summary
This section contains a summary of issues detected during the Network Assessment process, and is
based on industry-wide best practices for network health, performance, and security. The Overall Issue
Score grades the level of issues in the environment. An Overall Issue score of zero (0) means no issues
were detected in the environment. It may not always be possible to achieve a zero score in all
environments due to specific circumstances.

Overall Issue Score: Risk Score x Number of Incidents = Total points: Total percent (%)

4160

User password set to never expire (80 pts each)
Current Score: 80 pts x 52 = 4160: 48.59%
Issue: User accounts with passwords set to never expire present a risk of use by
unauthorized users. They are more easily compromised than passwords that are routinely
changed.
Recommendation: Investigate all accounts with passwords set to never expire and configure
them to expire regularly.

1335

Inactive computers (15 pts each)
Current Score: 15 pts x 89 = 1335: 15.59%
Issue: 89 computers have not checked in during the past 30 days
Recommendation: Investigate the list of inactive computers and determine if they should be
removed from Active Directory, rejoined to the network, or powered on.

846

Anti-spyware not installed (94 pts each)
Current Score: 94 pts x 9 = 846: 9.88%
Issue: Anti-spyware software was not detected on some computers. Without adequate antivirus and anti-spyware protection on all workstations and servers, the risk of acquiring
malicious software is significant.
Recommendation: Assure that anti-spyware is deployed to all possible endpoints in order to
prevent both security and productivity issues.

846

Anti-virus not installed (94 pts each)
Current Score: 94 pts x 9 = 846: 9.88%
Issue: Anti-virus software was not detected on some computers. Without adequate anti-virus
and anti-spyware protection on all workstations and servers, the risk of acquiring malicious
software is significant.
Recommendation: To prevent both security and productivity issues, we strongly recommend
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