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Cyber Security Specialist
Do you like to perform application and code reviews and/or penetration tests?
Are you a highly motivated technical information security professional?

Come join a company in a fast growing field that will care about you and treat you as family! JANUS Associates,
Inc. is looking for a few select people and you may be one of them.

We exist to help our clients protect their information and you should feel that passion. JANUS is the longest
operating specialty information security consulting firm in America. We work throughout the U.S. and focus
intensely on the security, data privacy, forensics, and business recovery needs of our clients. With strong attention
to detail and excellence in customer-care, JANUS assists clients prepare against 21 century threats while helping
organizations consistently improve their business posture and minimize risks. Since 1988 JANUS has been at the
forefront of preventing exploitation of our clients and is dedicated to high ethics, excellence in performing tasks
for our clients, and providing sound business strategy, identification of issues, and advice to our clients.

You should be a quick learner and have a passion to help protect customer computer and business environments.
Curiosity and a desire to look beyond the obvious are highly desirable traits. Ability to rapidly assimilate technical
methods, to keep up-to-date with changing security needs, and use up-to-date tools will be required.

You must be able to make independent visits to client sites for purposes of assessing and assisting as well as
perform remote tests in areas relative to your technical and project assignments. Conduct client off/on-site
project planning and interface with client technical management to perform duties and prepare findings,
recommendations, as well as other project needs, strategies, and action plans. You also must be ableto actina
positive manner with clients to understand their needs and budget.

Innovation, considerable independent action, and sound technical judgment are required for effective
implementation of client requirements. You must be able to conceive and recommend actions and alternative
practices to maximize results and minimize risk. You must focus on high quality results but also be sensitive to due
dates. This position requires organizational skills and dealing with complex and difficult technical and procedural
methods.

Skills:

Innovation, considerable independent action, and sound technical judgment are required. You must be able to
conceive and recommend alternative practices to maximize results and minimize risk. Tasks could involve
assessing IT networks, applications, and infrastructures or analyzing computer hard drives, storage devices, cell
phones, PDAs, tablets, MP3 players, smart phones, electronic notebooks, video game consoles or other electronic
device to test what a hacker could do in a system as well as what security issues exist.

Other skills sought:

e  Firm working knowledge of various operating and network systems, encryption programs, and data
retrieval procedures and the ability to use this knowledge to undertake assessments

e  Ability to analyze digital data and think outside-the-box during investigative tasks

e Ability to communicate findings orally, in writing, and to communicate cohesively with all members of the
client’s organization

e  Experience with security testing tools

e You must demonstrate knowledge and expertise in one or more of the following- Tenable NESSUS, IBM
Appscan, OWASP ZAP, Kali Linux, Metaspoit
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o (JANUS employees cross-train and work on a variety of projects. No matter which expertise you
bring to JANUS, you will have the opportunity to add new techniques and skills once you join the
team.)

Additionally Desirable:

Familiarity with intrusion detection systems (IDS), security information and even monitoring (SIEM), and log
aggregation.

Typical Tasks

Completing application assessments and code reviews

Performing penetration tests of large, complex environments

Undertaking team assessments of government and large, complex enterprises

Criminal and background check will be required.

Education:

A 4-year degree in Information Technology, Computer Science, or equivalent. In lieu of degree, experience will be
considered. Undergraduate studies in accounting, computer science, computer engineering, or criminal justice is
desirable. Certifications such as CISSP, CISA, CISM, CRISC, C|EH, GCFA, CCE, CFCE, GSEC are a plus.

Experience:
4-years progressively responsible experience in technical security environment penetration testing.

Travel:
Moderate travel of 25% to 35% may be necessary based on client requirements.

Benefits:
In addition to salary, JANUS offers generous vacation, paid holidays, medical/dental/vision/life/short and long term

disability insurance, 401(k), and technical training opportunities.

Please send an email cover letter, resume and compensation requirements to:



